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1. INTRODUCTION 

1.1 This report is issued to assist the Authority in discharging its responsibilities in relation to the 
internal audit activity.  

1.2 The Public Sector Internal Audit Standards also require the Chief Audit Executive (known in 
this context as the Internal Audit Consortium Manager) to report to the Audit Committee on 
the performance of internal audit relative to its plan, including any significant risk exposures 
and control issues. The frequency of reporting and the specific content are for the Authority 
to determine. 

1.3 To comply with the above this report includes:-  

• Any significant changes to the approved Audit Plan; 

• Progress made  in delivering the agreed audits for the year; 

• Any significant outcomes arising from those audits; and 

• Performance Indicator outcomes to date. 

 

2. SIGNIFICANT CHANGES TO THE APPROVED AUDIT PLAN 

2.1 At the meeting on 12 February 2014, the Annual Audit Plan for the year was approved, 
identifying the specific audits to be delivered. Since then, one audit was been deferred to 
2015/16 and a reduced scope has been applied to anther audit, the reasons are summarised 
in the table below and both amendments have been agreed with the Executive Director 
(Place): 

 

Audit description Nature of the change 

BRK1509 Performance Management, 
Corporate Policy and Business 
Planning 

This audit was originally carried forward from the 
2013/14 Annual Audit Plan for completion during 
2014/15.  

The Council is currently reviewing the Corporate 
Plan and also looking at the overall Performance 
Strategy. It was therefore agreed that the audit is 
postponed to 2015/16, ensuring the review has 
the opportunity to add real value. 

BRK1507 Procurement The issues surrounding Procurement are 
acknowledged in the Annual Governance 
Statement and actions have been proposed to 
address these. 

There is currently a temporary Manager in post 
who is undertaking a lot of work in this area; 
however an audit now is likely to raise similar 
issues as before, which will not add value at this 
time.  

The scope therefore of this audit has been re-
focused to review the delegated decisions that are 
made via the “blue form”, to gain assurance that 
this process complies with the Constitution and 
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the transparency agenda and that the right 
delegations are being followed. The budgeted 
days have been amended accordingly. 

 

3.  PROGRESS MADE IN DELIVERING THE AGREED AUDIT WORK 

3.1 The current position in completing audits to date within the financial year is shown in 
Appendix 1 and progress to date is in line with expectations. Details of any specific audit 
report can be provided on request. 

3.2 In summary 94 days of programmed work has been completed, equating to 44% of the 
revised Audit Plan for 2014/15, this in line with expectations. 

 

4.  THE OUTCOMES ARISING FROM OUR WORK 

4.1 On completion of each individual audit an assurance level is awarded using the definitions 
shown in the table below. 

Good  There is a sound system of internal control designed to achieve the 
client’s objectives.  

The control processes tested are being consistently applied. 

Adequate  While there is a basically sound system of internal control, there are 
weaknesses, which put some of the client’s objectives at risk.  

There is evidence that the level of non-compliance with some of the 
control processes may put some of the client’s objectives at risk. 

Limited  Weaknesses in the system of internal controls are such as to put the 
client’s objectives at risk.  

The level of non-compliance puts the client’s objectives at risk 

Unsatisfactory  Control processes are generally weak leaving the processes/systems 
open to significant error or abuse.  

Significant non-compliance with basic control processes leaves the 
processes/systems open to error or abuse 

 

4.2 Recommendations made on completion of audit work are prioritised using the definitions 
shown in the table below. 

 

High A fundamental weakness in the system that puts the Council at risk. To be 
addressed as a matter of urgency, within a 3 month time frame wherever 
possible, or, to put in place compensating controls to mitigate the risk identified 
until such time as full implementation of the recommendation can be achieved. 

Medium A weakness within the system that leaves the system open to risk. To be 
resolved within a 4 – 6 month timescale. 

Low Desirable improvement to the system. To be introduced within a 7 – 9 month 
period. 
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4.3 During the period covered by the report Internal Audit Services have issued 5 final reports 
and the Executive Summary of these reports are attached at Appendix 2. In summary the 
final reports issued conclude the following: 

 Private Sector Housing (BRK1501) 

The scope of this audit covered two main areas of operation; Disabled Facilities Grants 
which are statutory in nature and can be up to the value of £30,000 and Improvement Grants 
(Reable Grants) which have been introduced at Breckland and are discretionary, up to the 
value of £7,000. These have been introduced to fast track small alterations enabling 
residents to get back into the home following a hospital visit. On conclusion of the review 
and Adequate assurance opinion was awarded, with three medium and one low priority 
recommendations raised. 

The medium priority recommendations relate to; ensuring all procedures are brought up to 
date to reflect current working practices, ensuring correct completion of supporting 
documents for grants and ensuring that monthly reconciliations are independently checked 
and evidenced. 

 Data Protection, Freedom of Information and Complaints (BRK1502) 

On conclusion of this review a Good assurance opinion was awarded in relation to 
Complaints with no recommendations being raised indicating consistent application of 
control processes and a system designed to meet the services objectives. 

An Adequate assurance was awarded in relation to Data Protection (DP) and Freedom of 
Information (FOI), with four medium priority recommendations raised in relation to FOI and 
one for DP. Four of the recommendations relate to the requirement for the Council to update 
and review policy and procedure to ensure it reflects current working practices; Data 
Protection Policy, Publication Scheme, FOI Policy and Vexatious Complaints. The final 
recommendation relates to ensuring compliance with statutory timescales for processing FOI 
access requests. 

 Localism and Communities (BRK1503) 

The scope of the audit included a review of Community Right to Bid, Community Right to 
Challenge and Community Grants (Match Funding and Pride in Breckland). An Adequate 
opinion was awarded on conclusion of the review and three medium and one priority 
recommendations raised. 

The medium priority recommendations relate; to recording and monitoring processing times 
for application to ensure these are done in a timely manner, produce and promote guidance 
for the community on the Right to Challenge process and to ensure that there are 
procedures in place that enable staff to reclaim grants which have not been spent in line with 
the agreed terms and conditions. 

 Virtualisation (BRK1514) 

Virtualisation is the creation of a virtual, rather than actual, something and this audit 
reviewed the virtualised environment at Breckland, concentrating on roles & responsibilities, 
host servers, host management and virtual guests & vCenter. 

An Adequate opinion was concluded with three medium and three low priority 
recommendations being raised. The medium priority recommendations relate to; working 
with Norfolk County Council to ensure appropriate staff cover, reviewing the security settings 
to manage security vulnerabilities, and to restrict the use of the general administration 
account. 

 BACS Transfer System (BRK1515) 

 BACS payments cover direct debits, benefit payments, collection of local taxation and 
creditor payments. The audit reviewed the controls in relation to these processes and raised 
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two medium and three low priority recommendations on conclusion of the audit, with an 
Adequate assurance opinion being awarded. 

Of the two medium priority recommendations, one was agreed with management to ensure 
that there are contingency arrangements put in place should the primary service be 
disrupted. The second medium priority recommendation was disagreed by management. 
This was raised by Internal Audit to ensure that any upgrades to the BACS system are 
“tested” in a test environment before being uploaded onto the “live” system. However 
management have consulted with Fundtech, and established that changes are largely 
cosmetic in nature and do not directly affect how they use the application. Internal Audit do 
however note that the lack of user testing environment is unusual, although the fact that ARP 
uses very little of the available functionality that is available within the application, which also 
results in less need to test changes, is considered to adequately mitigate this. 

Finally one of the three low priority recommendations was also disagreed by management, 
this recommendation was to ensure that there was segregation of duty within the BACS 
processing roles, and while management agreed this in principle they have noted that there 
are currently limited resources to enable this. 

4.4 No high priority recommendations have been raised during the period covered by this report. 

4.5 It is also pleasing to note that all audits concluded in a positive opinion being awarded, 
indicating a strong and stable control environment in the areas reviewed to date, with no 
issues that would need to be considered at year end and included in the Annual Governance 
Statement. 

 

5. PERFORMANCE INDICATOR OUTCOMES 

5.1 The Internal Audit Service is benchmarked against a number of Performance Indicators as 
part of the Internal Audit Contract with Mazars. Actual performance to date against these 
targets is outlined below. 

 
5.2 To date five final reports have been issued, with 22 of the 24 recommendations being 

agreed with management, the disagreed recommendations are reported within section 4 of 
this report. 

 
5.3 Audit briefs should be issued to key clients at least 10 days before the fieldwork is due to 

start to ensure that they are well informed of the requirements of the audit. Eight audit briefs 
have been issued to date and performance in this area reflects that the number of days has 
varied between two and 24, with the average time for issue being nine days prior to the start 
if the fieldwork, which is only slightly under target. However more work is needed to ensure 
prompt notification of the detailed scope of an audit. 

 
5.4 Once audits are underway it can be seen that performance in this area is good with three 

audits being completed on time, and two only slightly overrunning, the reasons for which 
were notified to the Audit Management Team. 

 
5.5 Draft reports should be issued to key officers within 10 working days of completion of the 

audit fieldwork. Five draft reports have been issued to date, four on time and one only 
slightly delayed due to internal review points. However, performance in this area has 
improved since financial year end 2013/14. 

 
5.6 Final reports should then be issued to key officers within 15 working days of issue of the final 

report. Five final reports have been issued to date, as detailed above. Three of these were 
issued on time, however the other two (IT) audits where significantly delayed, it can be seen 
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that this is due to having to chase management response to the recommendations raised 
within the draft report. 

 
5.7 On conclusion of all audits a feedback survey is issued to the key client. The survey asks for 

responses in relation to; audit staff, audit planning, delivery of the audit and audit reporting. 
On completion an overall score of poor (1) through to excellent (6) is reported. To date two 
surveys have been completed and an average score of good (5) achieved.  

 
5.7 In conclusion performance is improving in relation to the previous financial year; however it 

is important for management to respond to audit reports in a timely manner to ensure the 
timely issue of final reports and for the Contractor to ensure that they meet with key 
management at the right time prior to an audit commencing. 
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APPENDIX 1 – PROGRESS IN COMPLETING THE AGREED AUDIT WORK  

Audit No. Description of Audit Frequency of 

Audit 

Coverage

Original 

Planned 

Days

Revised 

Days 

Planned

Days 

Delivered

Original 

Scheduling

Status Assurance 

Level 

applicable

Summary Report 

Details 

presented to 

Members

BRK/15/01 Private sector Housing, 

Disabled facilities grants, 

Improvement grants.

10 10 10  May Final Report issued 27 May 

2014 

Adequate Audit Committee

12 December 

2014

BRK/15/02 Data Protection, FoI,  

Complaints

8 8 8 June Fina Report issued 17 July 

2014 

Good Audit Committee

12 December 

2014

BRK/15/03 Localism & Communities 10 10 10 July Final Report issued 27 August 

2014 

Adequate Audit Committee

12 December 

2014

BRK/15/04 New Homes bonus,/Affordable 

Housing Initiatives/Home 

Options

10 10 October

January

BRK/15/05 Corporate Governance and Risk 

management

8 8 November Currently being scoped

BRK/15/06 Creditors - Electronic ordering, 

payments & insurance 

12 12 11 November Fiedldwork currently being 

finalised

BRK/15/07 Procurement 12 6 5.5  November Draft report imminent

BRK/15/08 ARP Governance 8 8 6 December

November

Fielldwork currently being 

finalised

BRK/15/09 Performance Management, 

Corporate Policy. Business 

Planning 

10 0 0 December 

BRK/15/10 Work to Support the AGS 10 10 January

BRK/15/11 Payroll & HR 19 19 January

BRK/15/12 Asset Management, 

Commercial & Industrial 

Property & Building Services

12 12 January

BRK/15/13 Culture, Leisure, Sports Dev, 

PFI, Arts Development, 

Community Development & 

Grants

10 10 February

Systems audit follow up 8 8 4 2 x 6-monthly validation input

147 131 54.5 42%TOTAL PLANNED SYSTEMS AUDIT WORK

PLANNED SYSTEMS AUDIT WORK
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BRK/15/14 Virtualisation 12 12 12

June 

Final report issued 6 August 

2014

Adequate Audit Committee

12 December 

2014

BRK/15/15 BACS transfer system 6 6 6

May

Final Report issued 9 July 

2014

Adequate Audit Committee

12 December 

2014

BRK/15/16 Payroll/HR system 10 10 December

BRK/15/17 Environmental health system 10 10 February

Computer audit follow up 4 4 2 2 x 6-monthly validation input

42 42 20 48%

Anglia Revenues and Benefits 

Partnership - Housing and 

Council Tax Benefit

Annual 15.5 15.5 7.5 Q3-4 Fieldwork underway

Anglia Revenues and Benefits 

Partnership - Council Tax

Annual 12 12 6 Q3-4 Fieldwork underway

Anglia Revenues and Benefits 

Partnership - National Non 

Domestic Rates

Annual 12 12 6 Q3-4 Fieldwork underway

39.5 39.5 19.5 49%

228.5 212.5 94 44%

0 0 0 0%

228.5 212.5 94 44%

TOTAL PLANNED WORK

TOTAL OF EXTRA WORK UNDERTAKEN 

GRAND WORK TOTAL

EXTRA WORK REQUESTED

Additional Assurance Work being performed by St. Edmundsbury Borough Council on behalf of Breckland Council

PLANNED COMPUTER AUDIT WORK

TOTAL PLANNED COMPUTER AUDIT WORK
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APPENDIX 2 – AUDIT REPORT EXECUTIVE SUMMARIES 

Appendix 2(a) 
 
Report No. BRK/15/01 – Final Report issued 27 May 2014 
 
Audit Report on Private Sector Housing 
 
Audit Scope 
 
The scope of the audit covered the effectiveness and efficiency of controls operating around: 

• Policies and Procedures; and 

• Disabled Facilities Grants and Reable Grants 
 
Assurance Opinion  

 

Unsatisfactory 
Assurance 

Limited Assurance Adequate 
Assurance 

Good Assurance 

 
 

   

 
Rationale supporting the award of the opinion 
 
The systems and processes of internal control are, overall, deemed adequate in managing the risks 
associated with Policies and Procedures, Disabled Facilities Grants and Reable Grants.  This opinion is based 
on having raised three medium and one low priority recommendations.  A direction of travel indicator has not 
been stated as this area has not been subject to previous scrutiny by Deloitte/Mazars.  
 
The medium priority recommendations relate to the need to review and update procedural guidance, the 
correct completion of supporting grant documentation and evidence of independent checking of the monthly 
reconciliations between the AAP FLARE system and the general ledger. 
 
Positive Findings 
 
We found that the Council has demonstrated the following point of good practice as identified in this review 
and we will be sharing details of these operational provisions with other member authorities in the Consortium: 
 

• The introduction of the local Reable grant, payable up to a maximum of £7,000 from the DFG budget, 
is considered good practice as it assists with the prioritising of grants for persons with disabilities 
through a streamlined means assessment process, thereby allowing for works with a lower value to 
be completed more promptly. 

 
We found that the Council has demonstrated the following areas where sound controls are in place and 
operating consistently: 
 
Policies and Procedures 

 

• Grants are awarded in accordance with the Housing Grants, Construction and Regeneration Act 
1996;  

• The Council has a framework to prioritise applications according to need; and 

• Local need for grants has been assessed through the completion of a Housing Need Survey and also 
a Stock Condition Survey.  There is also an element of cross organisational working with the County 
Council. 

 
Disabled Facilities Grants and Reable Grants 
 

• Availability of grants is actively promoted to residents with support provided to assist in the application 
process; 

• Grants are only awarded to eligible applicants subject to means testing, where applicable;  
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• Grants are promptly processed, correctly calculated and are approved by the authorised officer; 

• Work carried out is subject to inspection to confirm it has been completed in accordance with the 
conditions of the grant and client satisfaction feedback with the service is  also requested;   

• The use and appointment of contractors is controlled either through the Council’s approved list of 
regular contractors, or through  the collation of  quotations;  

• Budgets are produced for grants with an agreed level of growth bid for each year. The Council has 
also taken steps to plan for future changes in the funding process which will see a shift to the Better 
Care Fund from the 2015/16 financial year onwards; 

• Monitoring and controlling of expenditure on grants is completed regularly with Senior Managers and 
Council Members receiving a monthly Financial Performance Report; 

• Reconciliation of grants records to the general ledger is undertaken monthly; and 

• Procedures exist for reclaiming grants should the terms be breached.  
 
Control weaknesses to be addressed 
 
During our work we have identified the following areas where processes in DFG/Reable grants would benefit 
from being strengthened, and as a result, three medium priority recommendations have been made: 
 

• Local procedure notes in relation to the processing and awarding of DFG and Reable grants should 
be reviewed by management and updated as necessary. A future date for additional review should 
also be determined with responsibility assigned for ensuring periodic review is completed. All such 
guidance should be made accessible to all key staff involved administering grants. This will help 
confirm that staff carry out their duties in accordance with management’s expectations.  

 

• All key documentation in respect of DFG and Reable Grants should be signed as necessary including 
Declaration forms, Approval of Grant Aid and revised approval forms. In addition, management should 
undertake ad hoc spot checks of files to confirm that all information supporting the grant is on file and 
has been signed by all relevant parties.  This will help confirm that the correct practices have been 
followed by staff and also contribute to the ease with which staff can navigate files in the event that a 
query is later raised. Management spot checking may help to identify inconsistencies in the 
completion of individual grants file and enable mitigating action to be taken to prevent future issues 
from taking place.  

 

• Evidence should be provided to confirm that each reconciliation between the Council's Grants System 
(APP FLARE) and the general ledger is subject to independent review. This will help to confirm 
reconciliation accuracy and therefore assist in making sure that any errors are identified in a timely 
manner so that mitigating management action can be taken where necessary. 

 
During our work we have identified one area where we believe that further enhancements could be made, in 
particular, ensuring that the Integra system authorisation limits ensure that the Principal Housing Officer has 
permission granted to authorise lower value invoices if required to do so 
 
Summary of the adequacy and effectiveness of controls 
 

 
 
 
 

Area of Scope 
Adequacy of 

Controls 

Effective- 
ness of 

Controls 
Recommendations Raised 

   High Medium Low 

Policies and 
Procedures 

Green Amber - 1 - 

Adequacy and 
Effectiveness 
Assessments  
 

Disabled Facilities 
Grants and 
Reable Grants 

Green Amber - 2 1 

Total 
 

0 3 1 
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High Priority Recommendations 
 
No high priority recommendations have been raised as a result of this audit 
 
Management Responses 

 
Management have accepted the recommendations raised. 
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Appendix 2(b) 
 
Report No. BRK/15/02 – Final Report issued 17 July 2014 
 
Audit Report on Data Protection, Freedom of Information and Corporate Complaints 

 
Audit Scope 
 
The scope of the audit covered the effectiveness and efficiency of controls operating around: 
 

• Freedom of Information; 

• Data Protection; and  

• Corporate Complaints. 
 
Assurance Opinion  
 
We have provided two separate Assurance Opinions, in particular a good assurance audit opinion to reflect 
the control environment around corporate complaints and an adequate assurance audit opinion to reflect 
issues with data protection and freedom of information.   
 
Corporate Complaints 
 

Unsatisfactory 
Assurance 

Limited Assurance Adequate 
Assurance 

Good Assurance 

 
 

   

 
Data Protection and Freedom of Information 
 

Unsatisfactory 
Assurance 

Limited Assurance Adequate 
Assurance 

Good Assurance 

 
 

   

 
Rationale supporting the award of the opinion 
 
Corporate Complaints 
 
The system of internal control is overall deemed ‘Good’ in managing the risks associated with corporate 
complaints.  The assurance opinion has been derived as a result of no recommendations being raised upon 
the conclusion of our work. This area has not been subject to review previously by Deloitte/Mazars, hence no 
direction of travel indicator is shown.  
 
Data Protection and Freedom of Information 
 
The systems and processes of internal control are, overall, deemed adequate in managing the risks 
associated with data protection and freedom of information.  
 
This opinion is based upon having raised five medium priority recommendations in respect of reviewing and 
updating policies and procedures and aligning policies to officers responsible for joint management at both 
Breckland and South Holland District Councils. Although no previous training on data protection had taken 
place for at least three years prior to 2014/15, we were made aware that training on data protection is due to 
be completed during 2014/15, As such, no recommendation has been raised.    
 
In addition, the publication scheme is in need of review as are the procedures for addressing vexatious FOI 
requests. There is also a need to comply with statutory timescales for processing FOI access requests.  
 
In view of the aforementioned, the direction of travel indicator has moved backwards since the last audit visit. 
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Positive Findings 
 
We found that the Council has demonstrated the following areas where sound controls are in place and 
operating consistently: 
 

• The Council has registered all relevant data held with the Information Commissioner; 

• The Council has registered for and has received confirmation of PSN accreditation; 

• Appeals are correctly handled in line with the Appeals process, and are subject to independent 
review; and 

• Complaints are acknowledged, promptly and accurately recorded, and monitored and reported to 
Senior Management. 

 
Control weaknesses to be addressed 
 
During our work we have identified the following areas where processes in Data Protection and FOI would 
benefit from being strengthened, and as a result, five medium priority recommendations have been made: 
 

• Evidence should be retained to confirm that the Council’s Data Protection Policy and the Information 
Security Policy and Guidelines have been subject to annual review. The existing version of the Data 
Protection Policy should be updated to include correct reference to complaints handling, disciplinary 
action and data protection responsibilities for officers with joint management responsibility for 
Breckland DC and South Holland DC. Both the Data Protection Policy and the Information Security 
Policy and Guidelines should include reference to PSN registration and  requirements. Where 
procedures are not developed or reviewed and updated where necessary, there is an increased risk 
that current working practices are not reflected in the Policy, thereby increasing the risk of non-
compliances with data protection requirements.  This could also result in legal challenge and 
reputational damage to the Council for any non-compliances. 

 

• The Council’s Publication Scheme should be reviewed to confirm it reflects current information 
available to the public. Furthermore, a copy of the Publication Scheme should be accessible to the 
public via the Council’s website. Where the Council’s publication scheme is not up to date and is not 
available to public via the Council’s website, there is a risk that the public is not aware of publications 
which should be freely available to them or that information contained therein, is not accurate. 

 

• The Council’s FOI Policy should be reviewed annually to confirm it reflects current practices and 
processes. Where procedures are not reviewed and updated where necessary, there is an increased 
risk that current working practices are not reflected in the FOI Policy, thereby increasing the risk of 
further non-compliances with FOI requirements. 

 

• FOI requests should be processed in line with the statutory 20 working day requirement. Evidence of 
the communication with applicants regarding FOI responses should be recorded accurately and 
retained. This should include determining whether the seven cases where supporting evidence could 
not be located (as reported in the performance outcomes for 2013/14), had actually been addressed 
correctly. Senior Managers and Directors should also be more proactive and take relevant action 
when being notified of the delays in processing requests in their areas of responsibility.  Where FOI 
requests are not processed correctly, including within statutory timescales, the Council is in breach of 
its obligations under the FOIA, unless there is a valid reason to the contrary. This also increases the 
risk of reputational damage to the Council. 

 

• The Council’s Vexatious or Repeated Complaints policy and the Habitual or Vexatious 
complainants/correspondents guidance note, should be reviewed annually and where necessary, 
updated to reflect current practices and processes. Where procedures on vexatious/habitual 
complaints are not developed or reviewed and updated, there is a risk that the Council fails to address 
vexatious requests correctly. 
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Summary of the adequacy and effectiveness of controls 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
High Priority Recommendations 
 
No high priority recommendations have been raised as a result of this audit 
 
Management Responses 
 
Management have accepted the recommendation raised. 

 
 
 
 
 
 

Area of 
Scope 

Adequacy 
of 

Controls 

Effectiveness 
of Controls 

Recommendations 
Raised 

   High Medium Low 

Data 
Protection 

Green Amber - 1 - 

Freedom of 
Information 

Green Amber - 4 - 

Adequacy and 
Effectiveness 
Assessments  
 

Corporate 
Complaints 

Green Green - - - 

Total 
 

- 5 - 
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Appendix 2(c) 
 
Report No. BRK/15/03 – Final Report issued 27 August 2014 
 
Audit Report on Localism and Communities 
 
Audit Scope 
 
The scope of the audit covered the effectiveness and efficiency of controls operating around: 
 

• Community Right to Bid; 

• Community Right to Challenge; and 

• Community Grants – Match Funding and Pride in Breckland 
 
Assurance Opinion  
 

Unsatisfactory 
Assurance 

Limited Assurance Adequate 
Assurance 

Good Assurance 

 
 

   

 
Rationale supporting the award of the opinion 
 
The systems and processes of internal control are, overall, deemed Adequate in managing the risks 
associated with Community Right to Bid, Community Right to Challenge and Community Grants (Match 
Funding and Pride in Breckland).  This opinion is based on having raised three medium and one low priority 
recommendations.  A direction of travel indicator has not been stated as this area has not been subject to 
previous scrutiny by Deloitte/Mazars. 
 
The medium priority recommendations relate to the need to record and monitor processing times for 
Community Right to Bid and Community Grant applications, to promote and produce guidance on the Right to 
Challenge scheme and to document arrangements for checking/reclaiming funds should there be a breach in 
the terms and conditions under which they were awarded. 
 
Positive Findings 
 
We found that the Council has demonstrated the following areas where sound controls are in place and 
operating consistently: 
 
Community Right to Bid 
 

• A register of community assets is in place which is available to the public via the Council's web site. 
The main version identifies successful bids received by the Council and an additional version 
identifies unsuccessful bids;  and 

• The Council has dedicated staff within the Communities Team assigned to the receipt and processing 
of Right to Bid applications. These arrangements are reflected in a report presented to Cabinet by the 
Assistant Director of Commissioning in April 2014, following a transfer of responsibilities at the 
Council. 

 
Community Grants – Match Funding and Pride in Breckland 
 

• The Community Development Manager and Interim Environmental Services Manager receive 
quarterly budget reports from the Finance Department. Budget managers also have direct online 
access to their budget statement for reference purposes; and 

• Grants are reconciled to the general ledger monthly and are subject to independent review. 
 
Control weaknesses to be addressed 
 
During our work we have identified the following areas where processes would benefit from being 
strengthened, and as a result, three medium priority recommendations have been made: 
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Community Right to Bid 
 

• Full details of all applications in respect of Community Right to Bid and Community Grants (Match 
Funding and Pride in Breckland) should be recorded and monitored from the point of receipt through 
to the final decision (approval or rejection). By not recording and monitoring turnaround times, there is 
an increased risk that delays in processing applications will not be identified and targets not achieved 
and could result in complaints being received from the public over the Council’s handling of such 
applications. 

 
Community Right to Challenge 
 

• The process for assessing Right to Challenge applications should be ascertained, formally 
documented and made available to staff and  the public via the Council’s website. Where the basis of 
determining Right to Challenge applications is not clearly defined, there is a risk that the Council is not 
prepared to receive Right to Challenge applications and that these will be assessed inconsistently. 
There is also a risk that interested parties are not fully aware of their rights under the Localism Act 
and do not make applications for services they have an interest in ; and 

 
Community Grants – Match Funding and Pride in Breckland 
 

• Documented procedures should be developed to guide staff on how to reclaim previously issued 
community grants where it is understood that they have not been used in accordance with the 
prescribed terms and conditions. In the absence of documented processes, there is an increased risk 
that any non-compliance with the terms and conditions of the grant award is not identified and 
remedial action not enforced. This could lead to a loss of funds and also reputational damage to the 
Council. 

 
During our work we have identified one area where further enhancements could be made; in particular, 
ensuring that the level of client satisfaction with the service for providing community grants is ascertained. 
 
Summary of the adequacy and effectiveness of controls 
 

* This recommendation relates to both the areas of Community Right to Bid and Community Grants (Match 
Funding and Pride in Breckland). 
 
High Priority Recommendations 
 
No high priority recommendations have been raised as a result of this audit 
 
Management Responses 
 
Management have accepted the recommendations raised. 

 

Area of Scope 
Adequacy of 

Controls 

Effective- 
ness of 

Controls 
Recommendations Raised 

   High Medium Low 

Community Right 
to Bid 

Amber Amber 0 1* 0 

Community Right 
to Challenge 

Red Red 0 1 0 

Adequacy and 
Effectiveness 
Assessments  
 

Community 
Grants – Match 
Funding and 
Pride in Breckland 

Amber Amber 0 1 1 

Total 
 

0 3 1 
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Appendix 2(d) 
 
Report No. BRK/15/14 – Final Report issued 6 August 2014 
 
Audit Report on Virtualisation 
 
Audit Scope 
 
The audit looked at the Council’s virtual security and management control framework and evaluated controls 
established and applied in the following areas: 
 

• Roles and responsibilities; 

• Host servers; 

• Host Management; and 

• Virtual guests and vCenter 
 
Assurance Opinion  
 

Unsatisfactory 
Assurance 

Limited Assurance Adequate 
Assurance 

Good Assurance 

 
 

   

 
Rationale supporting the award of the opinion 
 
The system of internal control is, overall, deemed Adequate in managing the risks associated with 
Virtualisation that fall within the scope of this audit.  The opinion is also derived from the fact that no High 
priority recommendations, three Medium Priority and three low priority recommendations have been raised. 
 
Positive Findings 
 
We found that the Council has demonstrated the following points of good practice as identified in this review: 
 

• There are vendor contracts in place for both the Dell Hardware and VMware software; 

• The Dell hardware was confirmed as being compatible with VMware; 

• New Virtual Machines are reviewed to help ensure that the hosted software is supported by the 
software vendor; 

• Norfolk County Council’s change control process is being used; 

• Certain of the recommended security hardening settings have been enabled; and 

• There are backup processes in place to back up the Virtual Guest environments. 
 
Control weaknesses to be addressed 
 
During our work we have identified the following area(s) where we believe that the processes / arrangement 
within Virtualisation would benefit from being strengthened, and as a result of these findings, three medium 
priority recommendations have been made: 
 

• Council management should work with Norfolk County Council to ensure continuity of IT Support 
cover, following the departure of the two current incumbents.  A lack of cover increases the risk of 
service disruptions;  

 

• There is a wide range of security settings that the Council should review and consider implementing in 
addition to those already mentioned above.  By not reviewing the security settings, there is an 
increased risk of security vulnerabilities; and  

 

• There is evidence to show that the generic administrator account known as “domainadmin” is being 
routinely used to administer the virtual environment.  The regular use of this username increases the 
risk of security vulnerabilities as it is now widely known. 
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During our audit we have also raised three low priority recommendations which will provide enhancements to 
the current system in relation to Virtualisation. 
 
Summary of the adequacy and effectiveness of controls 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
High Priority Recommendations 
 
No high priority recommendations have been raised as a result of this audit 
 
Management Responses 
 
Management have accepted the recommendations raised. 

 
 
 
 

Area of Scope 
Adequacy 
of 
Controls 

Effectiveness 
of Controls 

Recommendations 
Raised 

   High Medium Low 

Roles and 
Responsibilities 

Amber Amber 0 1 0 

Host Servers Amber Amber 0 1 1 

Host 
Management 

Amber Amber 0 1 0 

Adequacy and 
Effectiveness 
Assessments  
 

Virtual Guests 
and vCenter 

Amber Amber 0 0 2 

Total 
 

0 3 3 
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Appendix 2(e) 
 
Report No. BRK/15/15 – Final Report issued 9 July 2014 
 
Audit Report on the BACS Application 
 
Audit Scope 
 
The scope of the audit covered the following areas to help confirm that the control environment is operating 
effectively and efficiently in relation to: 
 

• User Responsibilities; 

• Access Controls; 

• Creating files for BACS; 

• Loading and Sealing files; 

• Signing and Sending files; 

• Verification of BACS Processing; 

• Management Trails; and 

• Maintenance, Contingency and Recovery. 
 
Assurance Opinion  
 

Unsatisfactory 
Assurance 

Limited Assurance Adequate 
Assurance 

Good Assurance 

 
 

   

 
Rationale supporting the award of the opinion 

 
The system of internal control is, overall, deemed Adequate in managing the risks associated with the BACS 
application that fall within the scope of this audit.  The assurance opinion has been derived as a result of two 
medium priority recommendations being raised upon the conclusion of our work. 
 
Positive Findings 
 
We found that the Council has demonstrated the following points of good practice as identified in this review: 

 

• The application requires a unique username and password.  Smartcard and PIN technology is also 
used when processing BACS files; 

• There are processes in place to validate the data within BACS files before transmission; 

• There are processes in place to reconcile BACS file totals to control totals; 

• Errors are fed back to the originating department for resolution and subsequent resubmission, where 
appropriate; 

• The application is hosted externally and is accessed via a secure SSL connection; 

• BACS confirmation files are downloaded, printed and filed with the originating authorised control totals 
to demonstrate completion of the transmission process; 

• The application keeps a historical record of all transmissions for reference; 

• The application keeps an audit trail record of all key activities, which can be reported upon; and 

• The hosting company uses a virtualised, replicated infrastructure to help ensure continuity of service. 
 
Control weaknesses to be addressed 
 
During our work we have identified the following area(s) where we believe that the processes / arrangement 
within the BACS application would benefit from being strengthened, and as a result of these findings, two 
medium priority recommendations have been made: 
 

• Management should liaise with the vendor to understand whether or not there is a test environment 
available for testing upcoming upgrades.  Currently, no formal testing is being undertaken as changes 
are being made to functions that are not currently being used.  There is a need to implement 
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processes that test key functionality even where changes are not deemed to be affecting the functions 
that the Council currently use.  This will help to ensure that changes in other areas have not affected 
those areas that are used. 

 

• Management should consult with the vendors to confirm the arrangements in place to transmit BACS 
files on behalf of Breckland and ARP where it has not been possible to do so internally. 

 
During our audit, we have also raised three low priority recommendations which will provide enhancements to 
the current system in relation to the BACS application. 
 
Summary of the adequacy and effectiveness of controls 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
High Priority Recommendations 
 
No high priority recommendations have been raised as a result of this audit 
 
Management Responses 
 
Management has disagreed with 2 of the recommendations raised, as follows: 
 
Recommendation 3 – BACS Processing Segregation – Low Priority 
 
Consideration should be given to segregating the BACS processing function within the system. 
 
Management response: Not agreed.  Whilst we accept the principle of the recommendation, on reflection, 
the limited resource available to us means that it is currently not feasible to implement.  However, we will 
reconsider the recommendation in the future, should circumstances change. 
 
Audit response: The currently limited resource available is acknowledged. 
 
Recommendation 4 – Change Control – Medium Priority 
 
Management should investigate with Fundtech to understand whether there is a test environment available for 
testing impending upgrades and implement a process whereby key processes are always tested to determine 

Area of Scope 
Adequacy 
of 
Controls 

Effectiveness 
of Controls 

Recommendations 
Raised 

   High Medium Low 

Access 
Controls 

Amber Amber 0 0 1 

User 
Responsibilities 

Amber Amber 0 0 2 

Creating Files 
for BACS-IP 

Green Green 0 0 0 

Loading and 
Sealing Files 

Green Green 0 0 0 

Signing and 
Sending Files 

Green Green 0 0 0 

Verification of 
BACS 
processing 

Green Green 0 0 0 

Management 
Trails 

Green Green 0 0 0 

Adequacy and 
Effectiveness 
Assessments  
 

Maintenance, 
Contingency 
and Recovery 

Amber Amber 0 2 0 

Total 
 

0 2 3 
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what effect the changes have had on those processes.  This should be implemented for all changes, including 
those that are perceived not to be changing functionality that is not used.  All testing should be formally 
documented, signed off and filed for future reference. 
 
Management response: Not agreed. Having consulted with Fundtech, we have established that changes are 
largely cosmetic in nature and do not directly affect how we use the application.  The BACS processes are 
managed by BACS and not the application itself. 
 
Audit response: The lack of user testing environment is unusual, although the fact that ARP uses very little of 
the available functionality that is available within the application, which also results in less need to test 
changes, is considered to adequately mitigate this. 
 
 

 

 

 


